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Abstract—With the development of the Internet of Things
(IoT), the physical space we are living in is experiencing unprece-
dented digitalization and virtualization. It is an overwhelming
trend to achieve the convergence between physical space and
cyberspace, where the fundamental problem is to realize the
accurate mapping between the two spaces. Therefore, identity
modeling and identity addressing, which serve as the main
bridge between physical space and cyberspace, are regarded as
important research areas. This paper summarizes the related
works regarding identity modeling and identity addressing in
IoT, and makes a general comparison and analysis based on their
respective features. Following that a flexible and low coupling
framework, with strong independence between different modules
is proposed, where both identity modeling and identity addressing
are integrated. Meanwhile, we discuss and analyze the future
development and challenges of identity modeling and addressing.
It is proved that the identity modeling and identity addressing
are extremely significant topics in the era of IoT.

Index Terms—Internet of Things (IoT), Identity Modeling,
Identity Addressing.

I. INTRODUCTION

THE Internet of Things (IoT) is a universal and adaptive
network establishing ubiquitous connections between dif-

ferent sensors, devices and other objects. It is one of the most
important areas and plays a significant role in the development
of society and technology. The IoT holds an important position
in achieving interconnections between physical space and
cyberspace and contributes a lot in realizing the whole con-
vergence. The fundamental problem during the convergence
is to realize the accurate mapping between the two spaces
and effectively handle and find massive cyber entities, thus
achieving the bidirectional flow of data and information.This
requires consistency in identity modeling, fast and accurate
identification as well as full addressing and recognization.
Therefore, identity modeling and identity addressing become
one of the most basic and key components of the IoT.

Entities in physical space are mapped to cyber entities in
cyberspace through identity modeling, and cyber entities act
on physical space for interaction and control. Therefore, the
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identity modeling mentioned in this paper is to model the
entity of physical space, and identity addressing is to address
the entities in cyberspace. Relevant scholars, Ma et al. [1] and
Dhelim et al. [2], have put forward the relationship between
physical entities and cyber entities. The identity modeling and
addressing introduced in this paper is based on the entities
in the Figure 1. There are several relationships between the
physical entities and the cyber entities. There are entities in
physical and cyberspace that are not mapped in corresponding
space, or basic mapping and complementary mapping.

Physical 
Entities

Cyber 
Entities

CyberspacePhysical Space

Fig. 1: Entities and their relations in cyber and physical space
[1]

In the traditional design of the IoT, the identity modeling is
usually marked by designing the encoding method and physi-
cal carriers such as Radio Frequency Identification (RFID) [3]
or barcode, and identity addressing is based on the Domain
Name System (DNS) [4] service. With the continuous increase
of demanding requirements, as well as the explosive complex
markups and unmarkable entities, establishing identities and
achieving accurate identity addressing for heterogeneous re-
sources are becoming more prominent. These problems have
brought great challenges to the development of the IoT.

IoT implements overall interconnections with a variety of
technologies ranging from low-level sensor devices to high-
level servers, from human-machine interactions to machine-
machine interactions. The identity modeling need consider the
entities that can be queried more efficiently in cyberspace, but
also support more efficient queries and intelligent services and
reduce data friction [5]. A core element for identity modeling
is the data carrier. For traditional entities, physical entities
are tagged by physical carriers such as RFID or barcodes. As
technology improves, the identity modeling methods gradually
deviate from the physical carriers, and begin to focus on data
carrier-based modeling methods to identify the entities, which
include various attributes including color, shape, features, etc.
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At the same time, the identity modeling method gradually
develops from the traditional label to the triple tuple based on
the semantic web. The identity modeling based on this method
can better express the relationship between cyber entities
and has a good support for the development of intelligent
services. Identity addressing means the process of querying
cyber entities in cyberspace and finding corresponding entities
in physical space. The identity addressing in IoT solution
inherits a lot from the Internet addressing solution. There-
fore, by investigating and surveying the traditional addressing
methods in the Internet, the core identity addressing structure
is extracted and analyzed from Internet addressing. It also
provides a solution for heterogeneous resources addressing
and intelligent addressing. This paper not only summarizes
the technology of identity modeling and addressing, but also
puts forward some noteworthy matters in the specific identity
modeling and addressing. At the same time, aiming at the
status of identity modeling and identity addressing in IoT, a
flexible and low-coupling identity modeling and addressing
framework of IoT is proposed. Finally, several aspects in the
field of identity modeling and addressing are proposed, and the
future prospects and challenges are discussed and analyzed, as
well as the future network architecture and security privacy.

The remainder of the article is organized as follows. Section
II introduces the identity modeling schemes in IoT. Section III
illustrates the identity addressing schemes in IoT. Section IV
presents a unified framework with integrating identity model-
ing and identity addressing modules. Section V puts forward
some open issues, prospects and challenges for the current
development of identity modeling and addressing. Section VI
summarizes the paper. Figure 2 outlines the structure of the
paper.

Fig. 2: Diagram of the structure of this paper

II. IDENTITY MODELING IN IOT

When we deploy sensors and other devices in the physical
world and connect them to the cyberspace, the key problem is
identifying those entities. Here, we will use the word ”entity”
to express the natural creatures, concrete and abstract things
and events, cyber resources, etc. in cyberspace and physical
space, and envisage that all physical entities can be mapped in
cyberspace as much as possible. In order to provide an efficient
and fast identification and retrieval method, we need design a
storage rule, a crucial factor to be considered in the identity
modeling of IoT. Similarly, identity modeling provides unique
serial number for cyber entities and reduces data friction
between people and machines in a way. This section introduces
identity modeling in two parts, unique identity modeling and
non-unique identity modeling, and then summarizes various
modeling methods through references research. In the end,
various types of modeling methods are summarized.

A. Unique Identity Modeling

At the beginning, identity modeling in IoT establishes a
mapping from the physical world to the cyber world by unique
modeling. Unique identity modeling refers to the construction
of unique identity through certain coding rules, or some natural
attributes.

In cyber and physical space, constructing tags into objects is
a necessary condition for objects in physical space to commu-
nicate and interact with cyberspace. Building a tag requires de-
signing a data carrier and encoding information. Common data
carriers are one-dimensional barcodes, two-dimensional codes,
Uniform Resource Identifiers (URI) [6], device memories, and
RFID tags. Common one-dimensional codes are EAN/UPC,
ITF-14, UUC/EAN-128, and GS1 DataBar. Common Quick
Response(QR) codes are QR Code, Data Matrix, PDF417,
Postal Codes, and more. For electronic tag RFID, there is
currently no uniform RFID encoding rule in the world, mainly
including the following types of standards: EPC [7], uCode
[8], OID.

However, in the actual system, a lot of entities do not
have any ID number attached, or it is difficult to obtain the
existing ID number, because there is no appropriate reader.
In this case, ID-based IoT solutions become inapplicable.
Faced with such challenges and complex demands brought
about by the development of technology, the data carrier
has gradually deviated from the traditional labeling method.
People began to take the attributes and features of the object
itself as data carriers, such as physical signal, fingerprints,
pupils, behavioral characteristics, etc. Collecting these features
can also be obtained through various sensors or other means.

Therefore, the identity modeling method has achieved a
novel breakthrough. Ning [9] and others proposed nID to
represent such physical objects that can not be identified
by ID coding. Then they [10] proposed a tree-code model,
a physical object modeling scheme that supports emerging
nID data elements and is compatible with ID data element
modeling, as shown in Figure 3. This solution offers a good
idea in the direction of identity modeling in IoT. However,
it faces challenges in terms of space-time consistency and
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addressing time. Sk Kwok et al. [11] applied Physi-ID to the
identification of physical objects based on the identification
of physiological features. This concept improves the accuracy
in identification of physical objects by verifying their unique
physical and chemical properties.

The Physical Unclonable Function (PUF) is a promising
technology whose response to input stimuli is easy to measure
but difficult to clone. Non-clonality is the hardness that is
accepted by replicating a large number of uncontrollable
manufacturing characteristics and enables PUF to help solve
issues such as authentication, software protection/licensing and
certification enforcement [12]. Dong et al. [13] proposed a
device fingerprint scheme based on CPU performance graph.
At the same time, PUF technology can be used to model the
identity of hardware devices, and it has a good application in
the recommendation system of the e-commerce field.
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Fig. 3: nID schematic

B. Non-unique Identity Modeling

The traditional identity modeling method is a simple and ef-
ficient identity modeling method, easy to manage and operate,
and it solves the data friction between people and machines.
However, due to its structural limitations, that method cannot
express the data hierarchy and the relationship between data,
nor is it competent for complex query requests. The non-
unique identity modeling method can be used to identify
entities by describing their attributes. The complex attributes
in daily life are constructed and correlated to form a kind of
content that can be understood and processed by human and
machine, and then analyzed, excavated and reasoned.

First of all, we will introduce markup language technology,
such as XML and JSON. This type of technology provides a
unified way to describe and exchange structured data that is
independent of the application and is an important language
for network data representation and exchange. There is a
Sensor Model Language (SensorML) [14] model that provides
a standard models and XML encoding. SensorML can be
used to describe sensors including dynamic and stationary
platforms, as well as in-situ and remote sensors. The main
objective is to enable interoperability so that machines can
better understand sensors and processes, automatically use
sensors in complex workflows, and easily share intelligent

sensor web nodes between them. There is also UML, an
open method for explaining, visualizing, building, and object-
oriented open methods. UML is proven to be effective in
modeling of large and complex systems, especially at the
software architecture level, and represents a set of best en-
gineering practices. For example, Prehofer pioneered the use
of sensors and actuators in the UML model to model complex
IoT systems and generate RESTful interfaces. As is shown in
software development in embedded domains, advanced models
can significantly increase productivity [15].

The semantic web [16] combines the data and demand
characteristics of the IoT and provides a more general model-
ing method than the above. The foundation of semantic web
knowledge representation and reasoning is ontology, which is
used to describe how classes, instances, and their attributes are
defined, described, and related. By elevating data to knowledge
through a common ontology language, data can be better
shared and reused. Next, we will introduce the ontology
description language and related content recommended by
World Wide Web Consortium (W3C). Szilagyi et al. [17] have
a good explanation of the ontology concept and the Semantic
Web.

RDF [18] provides a unified standard for describing re-
sources on the web, such as classes, properties, instances, and
so on. RDF is formally represented as an Subject Predicate
Object (SPO) triple. After understanding the representation
and type of RDF, the next step is to serialize RDF. That is
to store and transmit RDF data. Commonly used methods are:
RDF/XML, N-Triples, Turtle, RDFa, JSON-LD, etc., among
which Turtle is used more widely. Hasemann et al. [19] built
a Wiselib RDF Provider platform that introduced Streaming
HDT, a lightweight serialization format for RDF documents
that allows compressed documents to be transferred with
minimal coding effort. Gutierrez et al. [20] introduce time into
RDF reasoning.

RDF is used to describe the relationship between resources,
but there is no definition of hierarchical relationships between
classes. RDFS [21] has improved in this regard. RDFS adds
vocabulary to RDF based on RDF to extend the capabilities
of RDF so that users can standardize the classes and attributes
in a particular domain and then standardize the description of
RDF.

Due to the weak expression of RDFS, the W3C released
the Web Ontology Language (OWL) in 2004 [22]. OWL adds
additional vocabulary to describe resources and has better
semantic expression capabilities. And the core of OWL’s
design is to find a reasonable balance between language
expression and intelligent services (such as reasoning). OWL
has three increasingly-expressive sublanguages: OWL Lite,
OWL DL, and OWL Full. Later in 2012, W3C published the
technical specifications of OWL 2 [23] . The core of OWL
2 is the description logic SROIQ, which is more expressive,
but it also increases some computational complexity. OWL
2 adds new functionality with respect to OWL. Such as
syntactic sugar, and defined new profiles and syntax. Some
restrictions applicable to OWL DL have been relaxed [24].
The Semantic Web stack shows the relationship between the
languages described above.
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The above is the ontology description language, while the
following is the more common ontology. W3C has proposed
two ontology languages, Semantic Sensor Network (SSN) and
Semantic Actuator Network (SAN), for sensors and actuators.
The SSN defines an ontology for describing the sensor and its
observed variables, the involved procedures, the characteristics
of the study, the samples used, the observed properties and the
executing mechanism [25]. SAN introduces actions, execution
devices, execution characteristics, execution scope and so on,
and provides a wide range of concepts and properties for
actuators [26]. IoT-O ontology, a core domain IoT ontology,
extends with vertical, application specific knowledge to model
horizontal knowledge about IoT systems and applications. Its
component modules include SSN and SAN and others [17].

Through the above identity modeling methods, we can
better construct the semantic web, so that the data conforming
to the corresponding specifications is easily understood by
the computer, thereby enabling more convenient sharing and
data reuse between different applications or systems. The
architecture constructed based on the rules of the semantic web
can form a knowledge/relational graph, which can effectively
query and solve the problem of information overload and
knowledge reasoning, and discover the implicit relationship.
Ganz et al. [27] proposed a method of knowledge acquisition
that automatically extracts rules and creates and develops topic
ontology by acquiring sensor data. Knowledge graph is a
hotspot of technology combined with big data intelligence.
It is believed that the combination of this field and research of
identity modeling in IoT will inevitably lead to many valuable
research contents.

With the increasing demand for information sharing among
industries and fields, cross domain information exchange has
become an important issue, and the difficulty of this problem
is the heterogeneity of data. Many scholars solve the problem
of semantic and grammatical inconsistencies by constructing
knowledge graph. Because of the complexity of information
relations, there are also some difficulties in the implementation
of real scenes. The National Information Exchange Model
(NIEM) [28] implemented jointly by the United States De-
partment of Homeland Security and United States Department
of Justice has solved the problem of information exchange
between different data formats. NIEM builds NIEM data
model by extracting and summarizing information in various
fields. The information exchange parties establish information
exchange specification that meets the requirements by citing
and mapping the NIEM data model. At last, the information
provider generates the information exchange package accord-
ing to the information exchange specification and transmits it
to the information receiver. The receiver parses the data in
the information exchange package according to the informa-
tion exchange specification so as to realize the information
exchange.

C. Relevant Cases Analysis

In the above, we introduced the current mainstream method
of identity modeling in IoT, but the IoT field covers a wide
range, and the identity modeling method used should corre-

spond to the actual demand scenario. Some identity modeling
cases for the IoT have been proposed:

Yang [29] proposed an RFID-based warehouse management
system that improves storage efficiency and reduces cost and
energy consumption. Ning et al. [31] provided a semantic
sensor-based network ontology that follows the accepted crite-
ria for sensor data semantics in smart homes, including mod-
eling sensors, context and semantic activities, and aggregating
ontology with spatio-temporal information and user profiles.
Gaur et al. [34] proposed a smart city architecture based on
semantic web technologies and Dempster-Shafer uncertainty
theory by studying how to better manage and analyze the data
generated by wireless sensors in the smart city.

Khaled et al. [35] proposed an inter-relationship program-
ming framework that uses the Atlas transaction architecture
and the IoT-DDL project to build a distributed programming
ecosystem for the social IoT. The essence of IoT-DDL is an
XML-based modeling approach. Abkenar et al. [32] proposed
a model and specification language GroupSense-L for group
activities, and a generic IoTenabled architecture for analyzing
sensor data aggregated from a set of nearby embedded sensors
to identify and understand the characteristics of the group’s
activities. Its modeling method is a self-defined modeling
method, and its ideas and application purposes are similar to
RDF. Afzaal et al. [33] combined the IoT with frontier defense
and used UML to border protection system. Li et al. [36]
analyzed the social attributes of things, and the role of social
relationships, and used super-network architecture to present
complex relationships between physical things. They used an
ontology-based approach to simulate the relationship of things.
Based on this, a new breast cancer risk assessment model,
the contraction model, was proposed. Under an uncertain
classification standard, Shrink [37] used a grouping algorithm
to identify high-risk groups of breast cancer to prevent and
control breast cancer. In the field of social relations, Ning et
al. [38] proposed and evaluated a novel friend recommendation
system based on the Big Five personality model and hybrid
filtering.

Bonacin et al. [30] described the OntoAgroHidro ontology,
extracting the characteristics of events from space and time,
and describing them in multiple dimensions to represent the
knowledge of the impact of agricultural activities on water re-
sources and the impact of possible climate change. Mohammed
et al. [39] proposed an alignment algorithm and an efficient
way to store and retrieve knowledge related to human diseases.

Through the above review of the identity modeling that has
been put forward in recent years, we can find that the fields in-
volved include traditional logistics and transportation industry,
social life, group relations, social services (agriculture, medical
care, security), etc. The seemingly complex modeling field
can be classified into five main methods, space-time, behavior,
activities, society, and relationships. Many identity modeling
methods are not based on a single way. Here, through the
above papers technology and scheme, we extract the essential
identity modeling method and organize them as shown in Table
I.
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TABLE I: Summary of identity modeling solutions

Classification Field Modeling Method Reference

Space-time

Warehousing System ID [29]

Risk Management nID [9]

Agriculture OWL [30]

Smart Homes SSN [31]

Behavior &

Activities

Group Activity Recognition RDF [32]

Border Protection UML [33]

Society &

Relationships

Smart City OWL [34]

Social IoT SWRL (XML) [35]

Social Attributes SWRL (XML) [36]

Medical Social Network nID [37]

Social Computing nID [38]

D. Brief Summary

In the above content, we introduce some identity modeling
methods and related cases, and then we will introduce some
noteworthy matters in the identity modeling process. In the
practice of identity modeling of IoT entities, the first thing to
think about is the field and requirements. Define the content
and purpose of the build, and analyze what data forms are
needed. Next, the data is modeled according to the scheme
formed in the previous process, and then the model is evaluated
in actual use, and the problems are improved. However, the
modeling process of a perfect model is not accomplish at
one stroke and it needs continuous iterative design. Do not
think too much about the design at the beginning, resulting
in the initial version is too complex, increasing the design
difficulty; at the same time, we need to improve the main core
content as much as possible, taking into account the future
expansion. In the following, we will elaborate some matters
that need attention in identity modeling from the perspectives
of identification and semantics.

In the practice of identity modeling process, the most
important and fundamental requirement is to identify an entity.
Through analyzing the application scenarios and requirements,
we can choose which physical carrier to use. For example,
human-device interaction can use visualized and convenient
methods, such as QR, fingerprint, iris. RFID, PUF, etc. can
be selected for the object-device interaction for the data easy
to collect. For coding protocols and standards, they need to
be selected according to business scope, local policies, and
addressing methods. In the coding process, there are also some
requirements and noteworthy points: the coding should reflect
the classification and order, and have scalability, and at the
same time to ensure the length is consistent. Check bit is also
necessary, it can effectively prevent errors in identification and
entry. In addition, meaningful numbering should be avoided
in the coding process. Although it is convenient for people
to identify the entity corresponding to the number, such
design will lead to conflicts with the above requirements. In
essence, numbering is to facilitate computer management and
identification. The variable attribute in the code should not be
included in the number. At the same time, some confusing

contents should be prevented in the design code, such as 0
and O, l and 1, and some special symbols.

The construction and design of semantic identity modeling
is also an important aspect. One of the important points is
how to build ontology model. Gruber [40] [41]put forward
five criteria, which are: (1) Clarity: Ontology should give a
clear and objective semantic definition to the defined terms
in natural language. (2) Coherence: The inference from the
term is consistent with the meaning of the term itself, and
there will be no contradiction. (3) Extensibility: There is
no need to modify existing content when adding general or
special terms to ontology. (4) Minimal encoding bias: The
perception should be specified at the knowledge level. (5)
Minimal ontological commitment: Give as few constraints as
possible to the modeling object. Arpirez et al. [42] added
three criteria: concept name standardization, concept level
diversification and semantic distance minimization. For the
process of creating ontology model, Noy et al. [43] analyzed
the early famous ontology design projects, and combined
with their experience in developing and using a variety of
ontology editing environments, gave a specific process of
creating Ontology: (1) Determine the domain and scope of
the ontology. In this step, some basic questions need to be
clarified, such as: what domain does the ontology cover, what
information to describe, what kind of questions to answer,
and who will use and maintain the ontology. (2) Consider
reusing existing ontologies. Finding the ontology related to
requirements is a very useful thing. If the existing ontology
can be refined, extended or modified, many unnecessary devel-
opment work can be avoided. Even if it is not found to meet
the current application requirements, it will usually get some
inspiration and help from it. (3) Enumerate important terms
in the ontology. These terms generally indicate the objects
of interest in the modeling process, the attributes of objects
and the relationship between them. These important terms
ensure that the ontology created will not deviate from the
field of interest. (4) Define the classes and the class hierarchy.
(5) Define the properties of classes— slots. The top-down
development process, bottom-up development process and
combination development process are introduced. No matter
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which method is chosen, we should start from defining classes,
select terms abstracted from concrete objects as classes in
ontology, and then construct classification hierarchy. (6) Define
the facets of the slots. Some limitations of attributes need to
be further defined, including the cardinality of attributes, the
types of attribute values, and the domain and value domain
of attributes. (7) Create instances. Finally, create an instance
for the class. This requires identifying the class closest to the
individual, adding the individual as an instance of the class,
and assigning values to the properties of the instance.

III. IDENTITY ADDRESSING IN IOT

Cyberspace is an information carrier of physical space.
Physical entities are mapped to cyber entities through identity
modeling. When the mappings have been built, the next ques-
tion is how to find these cyber entities. This section classifies
and summarizes identity addressing from its technical essence,
introduces the mainstream identity addressing technology in
IoT, and analyzes it in combination with internet addressing
technology.

A. Identity Addressing based on IP and URL

For the mainstream identity addressing method, firstly,
according to the RFID standard system, two schemes of
EPCglobal [7], uCode [8], [44] are listed. EPCglobal is
an addressing solution for EPC coding. It is proposed that
the Object Name Service (ONS) first obtains the code to
be queried, and then sends the code to ONS for identity
addressing, returns the address of the information server, and
finally obtains the query result by accessing the address. In
reality, the architecture of ONS is very similar to that of DNS,
and the ONS request and response format also follows the
DNS protocol. DNS is a typical addressing method based on IP
and URL. However, there are some problems with this identity
addressing scheme. The way in which ONS is concentrated
will lead to the distrust of other systems or industries. Faced
with this problem, Evdokimov et al. [45] proposed MONS, a
modification of the existing ONS system. By backing up the
copy of the root server in multiple regions and maintaining
it by different independent entities, the addressing request is
distributed to the local root node according to the identity
of the query initiator. Balakrichenan et al. [46] proposed the
establishment of multiple peer-to-peer root servers to manage
ONS’s technical solutions in a completely decentralized man-
ner, preventing mistrust caused by power concentration. Duo et
al. [47] designed a syntax Formal Decoding Rule (FDR). This
rule defines the addressing rules from product code to domain
name, so that the identification scheme definition is decoupled
from the executable program. Song et al. [48] analyzed the
name service challenges from the perspective of security, and
proposed a smart collaborative distribution scheme for privacy
enhancement to enhance user privacy in complex environment.

For uCode addressing system based on the uID encoding,
the addressing process of the system is to read uCode from
ID tag, and then the ubiquitous communicator asks ubiquitous

ID center about the address of the product information ser-
vice server that provides information about the uCode. The
ubiquitous ID center of the query then returns the address
(IP address, URL, phone number, etc.) of the product infor-
mation service server to ubiquitous communicator. Ubiquitous
communicator then uses this address to access the product
information service server and get information. From this
we can see that the function of the ucode parsing server is
very similar to DNS. ISO/IEC is also gradually strengthening
research and standardization related to the identity addressing
of IoT, such as data protocol standards (ISO/IEC 15961,
ISO/IEC 15962 and ISO/IEC 15963, etc.), air interface stan-
dards (ISO/IEC 18000 series), test standards (conformance test
ISO/IEC 18046, performance test method ISO/ IEC 18047
corresponds to the air interface standard).

B. Identity Addressing based on URN

From the analysis of the above identity addressing scheme,
we can find that for EPCglobal and uCode, their core identity
addressing functions or services are based on traditional Inter-
net addressing technology. In the Internet addressing, IP and
URI resolution technologies, commonly used DNS technolo-
gies, are the basis for EPCglobal and uCode addressing. There
is also a Uniform Resource Name (URN)-based addressing
technique. The URN [49] is developed by the IETF. The IETF
defines the syntax, possible addressing methods, and registra-
tion methods and registration procedures for the URN. The
resolution service needs to rely further on the implementation
of Resolution Discovery System (RDS). URN is a naming
scheme used to uniformly name various resources [50] [51].
The Handle system is a typical RDS system of URN. Handle
system, a distributed global name service system, provides
a unique identifier for information resources on the Internet
[52]. Handle system uniqueness is characterized by the fact
that its information flags remain unchanged when the entity
location and attributes change, and provides a good security
mechanism and UTF-8 encoding. Handle’s namespace consists
of two parts, Naming Authority and Unique Local Name.
Handle system consists of Global Handle System (GHS) and
Local Handle System (LHS). GHS is globally unique, and
each service group can have multiple nodes. Each node can
have multiple service groups. Its distributed model is embodied
in the fact that the handle system defines a layered service
method, and the addressing request can be addressed either
through the local server or through the top-level server. The
addressed data is replicated on different nodes and can be
handed over to multiple servers. Each handle specifies its own
manager. The addressing process is to send an addressing
request carrying a handle to the Handle system on the client.
When Handle system receives the addressing request, it locates
the parse request to the LHS containing the handle-related
information and returns it to the client after the LHS query
[53]. Compared with the traditional DNS resolution, due to
the characteristics of its tree hierarchy, this resolution cannot
solve its bottlenecks. Thus these problems can be solved by
a flattened addressing service architecture. And the system
can perform well in load balancing, and support the existing
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various coding methods, as well as security, confidentiality
and robustness. At the same time, the Handle system has good
development prospects in many fields, such as digital libraries
and museums, digital publishing, education and scientific
research, information security and privacy protection [54].

C. Identity Addressing based on Low Power and IPv6
However, for different network environments, such as em-

bedded web service networks, which are in a low-power, lossy
network environment, the above-mentioned traditional network
protocols do not provide good support for such environment.
Therefore, IPv6 over Low-Power Wireless Personal Area Net-
works (6LoWPAN), which is the name of a concluded working
group in the Internet area of the Internet Engineering Task
Force (IETF), puts forward a set of addressing scheme based
on IPv6 [55] [56]. Luo et al. [57] implemented the addressing
process from the Internet host to sensor node according to
the proposed 6LoWPAN protocol. In terms of technology,
the combination with IPv6 is also an important development
direction in the field of identity modeling and addressing in
the future. Most of the IoT terminal nodes interact with the
network and information through IP data channels. With the
rapid development of the IoT in the future, there will also be a
huge demand for IP addresses. The number of addresses that
IPv6 can identify is enough to provide a common and unique
IP address for each IoT device.

D. Identity Addressing based on URI and XML
Currently, different equipment manufacturers follow differ-

ent proprietary agreements and IoT devices are locked in many
closed ecosystems. This kind of heterogeneity hinders the
development of IoT, and web services technology can properly
alleviate this problem. IoT web services expand traditional
services from the only cyberspace to the physical space. In
fact, the services of the IoT not only increase more services,
but also services more intelligent and convenient. Enterprises
or organizations can upload their own IoT resource manage-
ment platform service interface to web services to provide
services. Web services have three basic elements: simple object
access protocol (SOAP), web services description language
(WSDL), and universal description, discovery, and integration
(UDDI). SOAP is a protocol specification for data exchange
and a common standard in the industry. WSDL is a document
written in XML that describes a web service and provides
operations or methods for that service. UDDI is a directory
service that can manage web services. With the continuous
opening and sharing of the IoT, the demand for distributed web
service is more prominent. For example, distributed storage
based P2P [58] and recently popular decentralized blockchain
technology can serve IoT identity addressing technology, such
as Ozyilmaz et al. [59] who proposed a blockchain-based IoT
solution.

E. Intelligent Identity Addressing
Search engine is a significant technology in the Internet,

which can also be used in the process of IoT addressing.

This technology can support semantic understanding and
search content, as well as the addressing and discovery of
heterogeneous resources. We can regard the cyber entity as
a web page for daily browsing, and our information carrier
also turns into a digital resource such as a web page or a
database from the original physical tag for the entity and the
attribute data obtained through the sensor. In this way, we
can not only rely on and learn from the good performance
and implementation strategies and technologies that the search
engine has developed for many years, but also provide the
basic platform for the IoT to move towards intelligence. In
recent years, the search engine based on the IoT has also
developed. For example, Ding et al. [60] proposed an IoT
hybrid search engine technology based on time and space,
value-based and keyword-based conditions (IoT-SVK search
engine), which has a good performance improvement. Liu et
al. [61] proposed a Distributed Resource Discovery (DRD)
architecture to discover resources in M2M applications and
implement interoperability between heterogeneous devices and
enable resources access to resource-constrained embedded de-
vices from the Internet. Datta et al. [62] propose a framework
for automatic and efficient resource discovery in the IoT. But
identity addressing of IoT based on search engine also faces
some challenges, such as searching for things in the IoT that
require tight binding to contextual information. Lunardi et al.
[63] proposed a context-based search method. In addition,
there are other challenges, such as the data of the IoT is
not the readable text data in the webpage, how to effectively
migrate the data, how to solve the dynamic change of the state
information of cyber entities, etc.

The search records collected by the search engine can be
used to analyze the situation of the IoT identity addressing and
make recommendations. For human retrieval, we can imple-
ment intelligent search based on the recommended algorithm.
For machine request analysis, the integration of device services
reduces network stress. The optimization results obtained
through the above data analysis can further improve the knowl-
edge/relationship graph. Regardless of whether it is a person
or a machine, due to the huge size of the database and entity
of the IoT, continuous query and frequent access will exert
tremendous pressure on IoT services. Therefore, the above can
reduce the pressure of IoT services through publish/subscribe.
When a user or device subscribes to a service, the service
automatically posts content to the subscriber.

Another noteworthy aspect of IoT identity addressing is
the change of storage mode. Knowledge graph has been
introduced in the previous section, and the introduction of
knowledge graph has brought new challenges. The traditional
IoT modeling data storage format is stored in the form of a ta-
ble, and both the IoT and the computer field have optimized the
query and transmission process of such data formats, speeding
up query efficiency. The data based on the knowledge graph
is graph type data. This requires some IoT application fusion
graph computing framework. Although graph computing is not
a new term, the integration with the IoT industry is still in a
development phase. The IoT field also has great demand for
graph computing frameworks. For example, the reasoning of
the knowledge graph of large data volume and the calculation
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of the relationship of the IoT. Combining graph computing
with the IoT is a valuable research direction in the future.

F. Brief Summary

Through the above introduction, we classify the IoT identity
addressing and compare it with internet addressing to form
Table II.

TABLE II: Classification and comparison of IoT identity

addressing

Essential Method Internet Addressing IoT Identity Addressing

IP and URI DNS
ONS

E.164 and URI ENUM

Low power and IPv6 N/A 6LoWPAN

URN URN Handle System

URI and XML Web Service

Intelligent Addressing Search Engine, Semantic Understanding,

Knowledge/Relationship Graph

For identity addressing, there are a large number of ad-
dressing platforms available for service, which only need
to register according to the specified standards and use the
interface to query and address. In order to adapt to special
business scenarios to achieve effective and fast addressing,
we can consider from the storage data structure, service
computing power, cache and other aspects. With the increasing
demand of users, addressing service also needs to be able
to understand the needs of users better. Therefore, for such
addressing demand, first of all, the service needs to be able
to understand the user’s intention, obtain a specified clear
addressing requirement or understand the user’s description
through natural language processing. The second is context
analysis, through other dimensions to retrieve and enrich user
environment information. The third is to aggregate the user’s
intention with the knowledge after index through analysis, list
the solutions after matching and sorting, and finally return the
solutions to the user. The scheme can also be extended and
intelligent recommended, including other related and multi-
level requirements of users. For the processing of dynamic
data, it is suggested to change the passive mode of providing
collected data to the active mode of broadcasting, which can
optimize the use of resources, and the subsequent security
authentication problems also need to be further considered.

Facing the identity addressing of IoT, we need to keep up
with the trend of the times and continue to integrate and learn
new solutions to improve the current analytical solutions. At
the same time, with the continuous improvement of computing
power and the continuous optimization of algorithms, the
efficiency of identity addressing has been greatly improved.
What is more focused now is the ability to combine multiple
heterogeneous resource identity addressing, as well as the
development of resource reasoning, discovery and intelligence.

IV. IDENTITY MODELING AND ADDRESSING FRAMEWORK

Based on the above, we can find that the IoT identity has
a rich development in modeling and addressing, combining
specific areas and integration with hotspot technology. This
section will introduce the current mainstream IoT platform
from the perspective of modeling and addressing, and propose
an IoT framework with flexible applicability in the field of
modeling and addressing.

Of mainstream IoT platforms, ThingWorx Platform [64] is
one worth studying and focusing on. It provides users with
modeling tools. In the Thing Templates, it provides the basic
functions of attributes, services, events and subscriptions used
by things instances in their execution to facilitate users to
model according to their business scenarios. This platform
also has a good fit for the modeling field described above.
The Amazon IoT platform [65] can be model specific devices
or logical entities. The JSON data form defines the version
number, name and attribute of the entity, and various types of
things and things are stored in the Registry. The platform stores
descriptions and configuration information common to all
things associated with the same transaction type. It also man-
ages and organizes transactions and security configurations
through its IAM policies, and integrates commands to search
for things. Bosch IoT Things [66] has similar functions to the
former in terms of modeling. It adds namespace rules to ID
writing, has good support in resource search, and can satisfy
all kinds of requirements of query and relational operators and
logical operators. The EVRYTHNG Platform [67] is a PaaS
cloud platform based on IoT services. The platform is high-
lighted with good integration. It adds blockchain verification
for EVRYTHNG operations using the Chainpoint protocol and
Reactor, and integrates GS1 digital link, Sigfox, The Things
Network, Nest cloud, etc. IBM Washington IoT platform [68]
also provides Blockchain services, and devices can send data
to and invoke smart contract transactions on IBM Blockchain
Platform or on the open source Hyperledger blockchain.

By combining the development of identity modeling and
addressing with the characteristics of the current mainstream
IoT platform, we dismantle the traditional framework, propose
a scheme to reduce the coupling between functional modules,
flexibly change the level, and can support the level of expan-
sion of the identity modeling and addressing framework, as
shown in Figure 4.

A. Access Layer
Access layer is mainly used to collect events and data

in the physical world, including various physical, chemical
and biological data, entity characteristics and identification
information, etc. And through the communication and protocol
management module to deal with different network environ-
ment and different data protocol data receiving and processing.
At the same time, this layer will also monitor and record the
connection and operation of the basic hardware.

B. Processing Layer
In the processing layer, it will authenticate and manage the

access and control requests of the adjacent layer. At the same
time, the data received by the access layer is verified and
preprocessed, and the standardized data is processed accord-
ing to the identity modeling method. This process removes
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Fig. 4: Identity Modeling and Addressing Framework

noise data and irrelevant data from the source data set, and
identifies entities, relationships, events, etc. This process will
also perform data reduction and data fusion processing, so as
to reduce the pressure of data transmission.

C. Data Layer
The Data layer is used to store data and provide a storage

interface. The resource management module is responsible
for the management of the layer, including search engine
reverse index database, query history database, collected sen-
sor data and other data information. The types of databases
involved in this layer are: relational databases and non-
relational databases. Non-relational databases include doc-
ument databases and graph databases. In this way, some
performance optimizations can be centralized, so that IoT
developers need not care about database performance.

D. Application Layer
This layer is responsible for addressing and some applica-

tion modules. The AI & data analysis module will predict,
cluster, analyze and reason the data. A search engine that
is used to centrally process addressing requests, and can
identify traditional EPC, uCode, Handle code, etc. Based on
the data exchange module, other systems can be docked with
third-party applications and forwarded to the corresponding
addressing platform. For the relational query and reasoning of
knowledge maps, the translation of SPARQL is implemented.
There is also the ability to query traditional semantic aspects,
namely traditional search engines. The results of the above ad-
dressing are stored in the local cache, thereby improving query
efficiency and reducing service pressure. The subscribe/publish
module can be used to implement subscription and publishing
of services, utilizes Kafka technology, and is responsible for
communication between layers through its message queue
function. And provide some open service interfaces for de-
velopers and users to call.
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E. Certification Center
Certification Center runs through the whole architecture in

the cloud, and it is mainly used for authentication of access
users and devices. It can effectively manage the access rights
of the request, reject and avoid illegal requests and malicious
attacks, and has a better guarantee for the security of the entire
architecture.

Through the analysis of many IoT platform frameworks,
the platform function modules are decomposed from the per-
spective of identity modeling and addressing. Different from
the traditional IoT framework, where the whole operation is
on the cloud platform or integrated into one, the framework
designed in this paper splits the function hierarchically, and
puts the processing layer between the cloud and the edge. Its
significance is that it can not only be allocated to the edge as
the way of edge computing, reduce the computational pressure
of core services, reduce the transmission bandwidth, but also
run in the cloud as a whole with the data and application
layer. In order to realize its flexibility, it needs the support of
microservice technology.

With the introduction of microservice technology, the tradi-
tional IoT monolith framework is dismantled into a multi-layer
and multi-module one, from the monolith to plurality of small
modules integrated together. Multiple levels of expansion
between the hierarchy and the module greatly increase the
flexibility of the frame and also accord with the engineering
design philosophy of high cohesion & low coupling.

Fan et al. [69] proposed the migration method from individ-
ual services to microservice, which has enhanced the technical
feasibility of this framework. At the same time, we combine
the advantages of the microservice framework demonstrated
by Dragoni [70], Datta [71], Hasselbring [72], Fowler [73] et
al, and summarize the contents of the following Table III in
combination with the traditional framework.

TABLE III: Framework properties comparison

Traditional IoT

monolith framework
Framework in this paper

Flexibility Low High

Scalability Hard Easy

Maintainability Medium/ Bad Good

Integration High Low

Reliability Medium High

Reusability Bad Good

In Dragoni [70], it indicates that the key characteristics
of microservices are flexibility, modularity and evolution.
Microservice is a mainstream trend of software architecture,
which realizes high maintenance and expansibility of software
design and development. At the same time, microservice archi-
tecture inherits from distributed system and SOA. Compared
with monoliths, the complexity of monoliths is higher, and the
internal dependence is more serious. Therefore, the identity
modeling and addressing framework based on microservices
will be more flexible, low integration and easy to maintain
than the traditional ones. In terms of program maintenance,

update and deployment, because each service unit of mi-
croservice is small, it is naturally suitable for containerization
[74]. Therefore, it has good maintainability and flexibility.
However, the demand for resources in monoliths is more
complex. Developers have to compromise a ”one size fits all”
configuration, which leads to a certain waste of resources
and uneven distribution [70]. When microservices expand
their architecture, developers are free to choose the language,
framework, etc. that they think is the optimal implementation
for each service [75]. However, the mode of monoliths will
have some limitations on the technical requirements. With
automated delivery pipelines and container tools, an updated
version of the service can be deployed to the production
environment in seconds [76]. In the face of some service
malfunctions and problems, the malfunctions of microservices
will not lead to the integrity of the system, so compared
with the monoliths, it has better reliability. But microservices
has one more hidden danger of communication malfunctions
between microservices units than monoliths.

V. OPEN ISSUES AND CHALLENGES

A. Ease-to-use, Semantic, Exchangeability and Selective Sens-

ing in Modeling

For the future development trend and challenges of identity
modeling field, we summarized the following aspects:

first, Ease-to-use, which is to get data and information
from the traditional data carrier and gradually pay attention
to the characteristics of the entity itself. For example, in the
traditional way of payment, people consume through credit
card, and personal identity information is stored on the basis
of credit card, while in the current payment by scanning code,
personal identity information is extracted from the entity data
carrier to realize convenient service.

The second is semantic. With the continuous development
of intelligence, the traditional identity modeling method has
some limitations from the data representation, which makes
the machine unable to better ”understand” the data. In the
future, the identity modeling method based on OWL will
continue to develop, and with the continuous enrichment
of the collection data types and the continuous progress of
the computer semantic understanding, the identity modeling
method will also make further development towards semantics.

The third is exchangeability. With the continuous devel-
opment and maturity of IoT technology, the development of
IoT shows the phenomenon of separation between technical
standards and services. Different modeling and coding meth-
ods may be used between different IoT systems, which may
lead to difficulties in sharing and data exchange. Identity
modeling methods also need to consider how to share and
connect data more easily. The first is to build an information
exchange platform, and a third-party organization will regulate
and standardize the data format. For example, NIEM solves
the problem of information exchange between different data
formats. Another approach is unified identity modeling, which
attempts to use a unique coding standard to cover all identities.
This research is also an ongoing work. However, the worries of
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information sharing and the measures of information closure
are the greater obstacles at present, because information is
value, the sharing of information may lead to the reduction of
enterprise profits, the security of user information is difficult to
guarantee, copyright theft and malicious tampering and illegal
copying, accountability is difficult to trace. Therefore, we need
to consider not only how to realize information exchange, but
also the problems that will be faced and need to be solved after
information sharing is open. As a result, the development of
IoT needs technological progress, as well as the follow-up and
protection of relevant policies, regulations and laws.

Fourth, selective sensing. the development of the IoT and
big data brings us more huge information flow and infor-
mation resources, which is not only an opportunity but also
a challenge. Limited perception ability is powerless in the
face of a large number of information resources. How to
better solve the conflict between this resource and service
capability has become a challenge. In this regard, Ning et
al. [77] proposed the AMiSS framework based on selective
sensing, which mitigated the contradiction between universal
sensing and limited sensing resources, and reduced the waste
of sensing resources.

B. Intelligent, Decentralized and Precise Service in Address-

ing

As for the future development trend of the identity ad-
dressing, the first is intelligence. In the Section III, it is
mentioned that the IoT identity addressing develops with the
Internet addressing, so the IoT identity addressing will also
develop in the direction of intelligence, such as intelligent
addressing, service composition and prediction. The second is
decentralization, namely, decentralized computing and storage.
Decentralized computing, represented by edge computing, can
reduce latency, improve scalability, enhance access to informa-
tion, and make business development more agile. Blockchain
technology, a decentralized storage scheme, can break the fair-
ness and authority problems brought by centralized storage and
provide a storage platform with immutability, high reliability
and security.

In the Section III, it is mentioned that the identity addressing
of the IoT develops with the Internet addressing. Although it
has a good reference for the identity addressing of the IoT,
from the perspective of demand, the data scale of the IoT
is larger, the types are complex, and there are high dynamic
and heterogeneous real-time changes. Therefore, there are
still some differences between identity addressing of the IoT
and Internet addressing, so how to better learn from Internet
addressing technology and adapt to the environment of the
IoT has become a major challenge in the future. At the same
time, the emergence of mass service applications and the
growing demand for services show the explosive growth of
applications, which makes the services provided by people
not accurate and personalized. This is also a challenge we are
facing and a work we are currently doing.

C. Future Network Architecture

In order to meet the changing needs of identity modeling,
institutions and scholars also try to solve these problems
by designing network architecture. Named data networking
(NDN) funded by National Science Foundation (NFS) is a
new Internet architecture that can adapt to the current content
acquisition mode naturally. As a future network architecture
project, it replaces the TCP/IP communication mode network
architecture with a content centric network (CCN) architecture
[78]. With a new naming scheme similar to URI, the name
of data will be the core of key functions such as routing,
forwarding, security and content delivery. Therefore, NDN
network architecture is closely related to identity modeling
and identity addressing, and can provide good support. In
the named data network (NDN), packet forwarding decision
depends on the lookup operation of variable length hierarchical
names rather than fixed-length. Therefore, Quan et al. [79]
proposed a novel Name Lookup engine with Adaptive Prefix
Bloom filter (NLAPB) to improve the lookup speed effectively
and avoid the shortages of Bloom filter. MobilityFirst [80] is
committed to developing an efficient and scalable architec-
ture for mobile services, which is also part of NSF’s future
network architecture project. The core idea of MobilityFirst
is to separate name and address to achieve stronger mobile
performance. The global unique identifier (GUID) framework
based on MobilityFirst can identify users, devices, content,
environment, etc [81]. In addition, Zhang et al. [82] proposed
a collaborative Internet architecture, SINET, which uses a
three-dimensional decoupled reference model to solve the
problems related to triple binding (resource/location binding,
user/network binding and control/data binding) in the current
Internet. SINET provides a good opportunity to solve many
challenging problems in the current Internet, such as energy
saving, high-speed mobile support and security issues.

D. Security and Privacy

Identity modeling and addressing construct the mapping
from physical space to cyberspace, which can be regarded
as the input and output of the IoT. The security and privacy
issues around these two aspects are worthy of attention. From
the perspective of data flow, we analyze the security issues
involved in this process. We divide the data cycle into the
following aspects: collection, modeling, processing analysis,
storage, access and sharing.

In the process of identity modeling, data collection is an
important part. For some application scenarios, we need to
encrypt the data collected by the sensing devices. However,
the conflict between the limited computing power of the
device and the resource consumption caused by encryption
is a problem that needs to be weighed. Secondly, we need
to protect the security of data collection, such as fake node
and malicious data [83], which requires us to manage the
situation of each node through access control. Thirdly, the
sensing node will also be attacked by external malicious
attacks. For this reason, Dong et al. [84] proposed robust
and secure time synchronization protocol to prevent Sybil
attacks. At the same time, Liu et al. [85] proposed enhanced
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distributed low rate attack mitigating (eDLAM) mechanism to
mitigate DDoS attacks. In addition, Ai et al. [86] proposed a
smart collaborative routing protocol, Geographic energy aware
routing and Inspecting Node (GIN), to ensure the reliability
of data exchange.

In the specific process of data modeling, we need to con-
sider which attributes are ciphertext, which can fundamentally
protect the security of data and the privacy of users, such as
identity information containing some privacy, and specify the
value of this attribute as ciphertext in the model. Next, in the
process of modeling, for some secret numbers or addresses, we
need to better consider their rules to prevent the use of coding
or address rules to discover these secret resources. Secondly,
manage the authority of data analysts to prevent using the
authority of positions to obtain and analyze data irrelevant
to business without permission, or to conduct analysis and
mining irrelevant to business objectives, leading to user privacy
disclosure [87].

In the aspect of storage, we need to pay attention to the
encrypted storage of data, which is the basic requirement to
ensure the security and privacy. Secondly, do well in data
disaster backup to prevent data loss. There is also data security
audit to protect data permissions. At the same time, we need
to pay attention to the trusted security destruction or deletion
of data and access resources [83].

Identity addressing security involves a major problem in
data access and sharing. First of all, the access rights of data
and the authentication of requests should be achieved. In order
to prevent the intervention of illegal users, we should adopt
effective authentication technology and perfect authentication
mechanism, and also consider the identification and processing
of malicious requests. Data open sharing is the foundation and
premise of data value. Data resources are shared and used
across departments and domains, which inevitably leads to
data being stored and used by all users. Improper measures
taken by any user may lead to data leakage. This requires
strict open sharing strategy through data governance. In the
process of data open sharing, the shared data and target objects
are controlled according to the corresponding policies. At the
same time, because different network nodes have different
trust standards to prevent tampering, the transmission and
computing trust between different nodes in the heterogeneous
IoT is a challenging problem [88]. Data products are easy
to copy and modify, so we need to protect the intellectual
property rights of data products in the process of use and
circulation, and prevent data products from being illegally
copied, spread and tampered [83].

VI. CONCLUSION

With the continuous convergence of physical space, cy-
berspace and social space, identity modeling and identity
addressing in IoT are becoming increasingly significant. This
paper summarizes the developments of IoT identity modeling
and identity addressing in recent years, analyzes the common
features and advantages of various programs, and combs
through the methods and ideas of identity modeling and
identity addressing. Faced with such a complex and changing

demand environment, this paper proposes a flexible and low
coupling framework to better adapt to various design , together
with both identity modeling and identity addressing modules.
Through investigation and research, some development trends
and problems in this field are found and discussed.
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